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Introduction to Risk in Engineering Practice

<, O¢

What Is Risk in Engineering?

Risk in engineering refers to the possibility of loss or harm arising from uncertainty in project activities,
decisions, or external events. These risks may affect the health and safety of the public, the performance of
systems, the financial outcome of projects, or the legal standing of the engineer or firm involved.
Fundamentally, risk arises when there is a potential deviation from planned outcomes, often due to
incomplete information, variability in design assumptions, or environmental uncertainties.

The concept of risk is multidimensional. Key risks that engineers must account for include:
e Technical risk: design failures, equipment breakdowns
e Financial risk: budget overruns, contractor insolvency
e Schedule risk: delays due to weather or supply chain issues
e Legal or regulatory risk: non-compliance with statutory obligations.

Each of these risks can have cascading effects, influencing project delivery, public safety, and professional
accountability. This topic is discussed in more detail in a later chapter.

Risk is often formally defined as the product of likelihood and consequence (Kaplan and Garrick, 1981).
This quantification helps engineers and managers prioritize risks and allocate mitigation resources. However,
not all risks can be quantified with confidence; many require qualitative assessments based on expert
judgment and historical data.

© Dr Jeelan Moghraby, 2026 1
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The Risk Management Lifecycle

Effective risk management follows a systematic process, typically illustrated as a lifecycle that includes the
following stages:

Risk Identification: recognizing and documenting potential sources of risk

Risk Analysis: assessing the severity and probability of identified risks

Risk Evaluation: comparing risks against thresholds or criteria to determine their acceptability
Risk Treatment: implementing measures to avoid, reduce, transfer, or accept risk
Monitoring and Review: continuously assessing risk performance and adapting strategies
Communication and Consultation: ensuring that all stakeholders are informed and engaged

ook wbdE

This lifecycle is codified in international standards such as 1SO 31000:2018, which provides a framework
applicable to engineering, manufacturing, and infrastructure development projects (International
Organization for Standardization, 2018). Figure 1 below illustrates the risk management process adapted from
ISO 31000.

Communication Risk
& Consultation Identification

2

Monitoring Risk

& Review Analysis

Risk 4
Treatment Risk
Evaluation

Figure 1: The Risk Management Lifecycle (adapted from ISO 31000)
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Engineering Ethics and Decision-Making Under Uncertainty

Risk management in engineering is inseparable from professional ethics, particularly the obligation to "hold
paramount the safety, health, and welfare of the public" as stated in the NSPE Code of Ethics for Engineers
(National Society of Professional Engineers, 2019). Engineers are frequently required to make decisions
where the trade-offs between cost, safety, performance, and schedule are uncertain or contentious.

For example, a decision to proceed with a structurally innovative bridge design may offer long-term savings,
however, it could entail unknown safety risks. In such scenarios, ethical practice demands transparency,
rigorous analysis, and informed consent of stakeholders, particularly when public funds or safety are involved.

The concept of the precautionary principle is also pertinent. VWWhen faced with uncertainty about a potentially
harmful outcome, engineers may be ethically obligated to delay or modify action until the risk is more clearly
understood (van der Sluijs, 2007). Failure to uphold ethical standards in risk-prone scenarios can lead not only
to legal liability, but also reputational damage and disciplinary action by licensing boards.

Overview of Legal Liability in Engineering

Legal exposure in engineering projects arises primarily from two domains: tort law and contract law. Tort
liability, especially for professional negligence, is one of the most common legal challenges engineers face.
A negligence claim requires proof that the engineer breached a duty of care, and that this breach caused harm
that was reasonably foreseeable (Prosser et al., 1985). Common claims include design flaws, failure to warn,
and poor supervision of construction activities.

In addition, engineers are often bound by contractual obligations, to clients, subcontractors, or public agencies,
that define the scope of services, performance expectations, and timelines. Breach of these contracts may
result in financial penalties, litigation, or termination of professional relationships.

Statutory obligations further amplify legal exposure. Many U.S. states adopt building codes and safety laws
that require engineers to follow specified practices. Failure to comply can lead to fines, revocation of licensure,
or civil liability. Importantly, the standard of care expected of engineers is not perfection; it is what a
reasonably prudent engineer would do under similar circumstances (American Society of Civil Engineers,
2021).
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Conclusion

Risk is an unavoidable feature of engineering; however, it can be effectively managed through a combination
of structured analysis, professional ethics, legal awareness, and continuous stakeholder engagement. The risk
management lifecycle, as formalized by international standards and ethical guidelines, offers a disciplined
way to anticipate, evaluate, and mitigate uncertainties. Understanding legal liability, both in tort and contract,
adds another critical layer of protection for engineers, their clients, and the public.
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Legal Foundations of Engineering Practice in the U.S.

-

S

Overview of the U.S. Legal System

The U.S. legal system is built on a federalist structure, where authority is divided between national and state
governments. This distinction is critical for engineers because professional licensure, construction law,
contract enforcement, and tort liability are primarily governed at the state level. Conversely, federal agencies
and statutes often regulate workplace safety, environmental compliance, and public infrastructure
procurement.

The U.S. system is largely adversarial and rooted in common law, meaning that court decisions (precedents)
play a major role in shaping legal interpretations, especially in civil liability cases.

There are two major branches of law relevant to engineers:
e Civil law: Deals with disputes between private parties, including tort and contract claims.
e Administrative law: Governs the actions of public regulatory agencies, such as licensing boards.

Most engineering-related disputes are adjudicated in state courts, although federal courts may intervene when
constitutional issues, multi-state contracts, or federal regulations are involved. Engineers may be sued for
negligence, breach of contract, or failure to comply with regulatory standards, and may also face
disciplinary hearings before state licensing boards (Findley & Farber, 2005).

© Dr Jeelan Moghraby, 2026 5
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Engineering Practice and the Regulatory Framework

The practice of engineering in the United States is governed by a mix of state statutes, model codes, and
federal regulations. Each state enforces its own engineering practice act, defining who may practice, under
what conditions, and what disciplinary measures are available. However, many states adopt model laws
developed by the National Council of Examiners for Engineering and Surveying (NCEES), which helps
standardize licensing and ethical standards across jurisdictions.

At the federal level, engineers must comply with numerous statutory obligations, including but not limited to:
e Occupational Safety and Health Act (OSHA): Engineers overseeing worksites must ensure that
operations comply with OSHA standards to protect workers from safety and health hazards (OSHA,

2023).

e Environmental Protection Act (EPA): Civil and environmental engineers must design and
construct in accordance with regulations on emissions, water discharge, and hazardous materials
handling (EPA, 2024).

e Americans with Disabilities Act (ADA): Requires that public infrastructure and buildings be
designed for accessibility, particularly relevant for structural and architectural engineers (U.S.
Department of Justice, 2010).

e Federal Acquisition Regulation (FAR): Governs procurement of engineering and construction
services for federal projects.

Violations of these regulations can lead to administrative penalties, as well as criminal and civil liability,
especially when public health or safety is compromised.

Role of Licensing Boards and Professional Regulation

Each U.S. state has an engineering licensing board responsible for issuing, renewing, and disciplining
licensees. These boards derive authority from state legislation and typically adopt rules aligned with NCEES
model standards. While engineers may become licensed in multiple states, they must comply with the specific
rules and continuing education requirements of each jurisdiction.

Licensing boards are also tasked with enforcing ethical codes and responding to public complaints.
Disciplinary actions may result in suspension or revocation of a license, public reprimand, fines, or required
remediation training. Table 1 below summarizes the core responsibilities of engineering licensing boards in
the U.S., emphasizing their regulatory and protective roles within each state.
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Infractions commonly include:

Practicing without a license

Gross negligence or misconduct
Failure to supervise delegated work
Falsification of documentation

Table 1: Functions of U.S. Engineering Licensing Boards

Function Description

Licensing and Registration Issuing PE licenses and certificates of authorization
Enforcement Investigating complaints and imposing sanctions
Rulemaking Developing rules to clarify statutory provisions

Ethics and Discipline Addressing ethical violations and professional misconduct
Continuing Education Requirements Mandating PDHs for renewal

Public Protection Ensure only qualified engineers offer services to the public

Liability and Accountability in Engineering

Engineers are held to a “standard of care”, which refers to what a reasonably prudent engineer would do in
similar circumstances. Falling below this standard exposes engineers to liability under tort law (typically
through negligence claims), or contract law (via breach of terms).

Negligence claims require plaintiffs to prove four elements (Prosser et al., 1985):
1. Duty: The engineer owed a professional obligation.
2. Breach: The engineer failed to meet the standard of care.
3. Causation: The breach directly caused harm.
4. Damages: The plaintiff suffered actual, compensable loss.

In the contractual domain, engineers are required to comply with the scope of services outlined in project
agreements. Failure to deliver drawings on time, adhere to specifications, or perform sufficient quality checks
may constitute a breach.

A third area of concern is vicarious liability, where firms may be held responsible for the actions of
employees, or subcontractors, if conducted within the scope of employment. This reinforces the need for
careful documentation, supervision, and internal quality control procedures (Brannan, 2018).

© Dr Jeelan Moghraby, 2026 7
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Conclusion

Engineers operate in a complex regulatory landscape shaped by federal laws, state licensure acts,
administrative codes, and civil court precedents. Understanding the functions of licensing boards, the
significance of the standard of care, and the interplay between tort, contract, and administrative liability is
foundational to managing legal risk. Armed with this knowledge, engineers are better positioned to uphold
ethical standards, prevent legal exposure, and navigate the increasingly regulated terrain of public and private
infrastructure development.
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Risk Identification and Assessment

Categories of Risk in Engineering Projects

Engineering projects, whether large infrastructure developments or small-scale facility upgrades, are subject
to a broad spectrum of risks. Understanding the types of risks that may arise is essential for developing a
coherent mitigation strategy.

Risks in engineering are typically categorized into the following types:

Technical Risks: These involve uncertainties in design assumptions, material performance, system
integration, or technology readiness. For example, an innovative bridge design may encounter
unforeseen aerodynamic behavior.

Financial Risks: These include cost overruns, inflationary pressures, currency fluctuations (for
international projects), and payment default by clients or contractors.

Schedule Risks: Arising from delays in material delivery, labor shortages, permitting bottlenecks, or
unforeseen weather conditions.

Legal and Regulatory Risks: Linked to failure to comply with zoning laws, environmental
standards, safety codes, or contractual obligations.

Environmental and Safety Risks: Includes hazardous material exposure, pollution, and
noncompliance with EPA or OSHA standards.

Stakeholder Risks: Disputes or conflicts arising from community opposition, changes in client
leadership, or contractor underperformance.

Properly identifying and categorizing risks ensures that they are not overlooked or underestimated in project
planning. Importantly, multiple risk types can interact, such as a regulatory delay triggering both schedule and
financial impacts (Hillson, 2002).

© Dr Jeelan Moghraby, 2026 9
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Tools for Risk Identification

Risk identification must be proactive, systematic, and collaborative, involving input from multiple project
stakeholders. Several tools and techniques are commonly used by engineers to surface potential risks before
they materialize:

e Hazard and Operability Study (HAZOP): A structured brainstorming technique originally
developed for chemical processes, now widely used in safety-critical systems design. It
systematically examines process deviations and their consequences (Crawley & Tyler, 2003).

e Failure Mode and Effects Analysis (FMEA): Identifies potential failure points in a system and
ranks them based on severity, occurrence, and detectability. This tool is useful for complex machinery
or system integration.

e Checklists: Derived from past project experience or regulatory standards. While simple, they ensure
key areas (e.g., geotechnical risk, utility conflicts) are not overlooked.

e Interviews and Expert Judgment: Involving specialists (legal, environmental, structural) can
expose nuanced risks not evident from documentation alone.

e Lessons Learned Databases: Internal or industry-shared repositories of past failures and near misses
that can inform new project planning.

Using a combination of these methods, often through risk workshops, maximizes coverage and supports
stakeholder buy-in.

Risk Analysis and Evaluation

Once identified, risks must be analyzed to determine their likelihood and impact. These two dimensions are
commonly visualized using a risk matrix, which aids prioritization and resource allocation. While qualitative
matrices use rankings such as "low—medium-high," quantitative methods assign numerical probabilities and
cost/delay estimates.

A common formula for risk exposure is:
Risk = Probability x Consequence

In engineering projects, consequences may be measured in terms of:
e Cost impact (e.g., $500,000 budget increase)
e Time impact (e.g., 4-week delay)
e Safety outcome (e.g., injury risk or fatalities)
e Legal exposure (e.g., litigation or regulatory penalties)

The matrix in Figure 2 provides a basic example of a qualitative risk matrix. It cross-references likelinood
and impact to rank risk exposure and guide management responses.
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Impact >

Very Low Low Medium High Very High
Rare Low Low Low Medium | Medium
Unlikely Low Medium | Medium High High
Possible Low Medium High High
Likely Low High High Very High Very High
Almost Certain | Medium High Very High Very High

+— likelihood —

@ mMondolcience

Figure 2: Example of a Qualitative Risk Matrix

Beyond matrices, advanced projects may use:
e Monte Carlo simulations to model variability in cost and schedule
e Event Tree and Fault Tree Analysis to explore failure pathways
e Bayesian networks for updating probabilities based on observed data

The choice of method depends on data availability, project complexity, and stakeholder expectations.

Learning from Failures: Case Studies

Historical case studies provide sobering lessons in how inadequate risk identification and analysis can lead to
catastrophic failures. Two notable examples include:

e The Hyatt Regency Walkway Collapse (1981): Structural engineers failed to identify the increased
load introduced by a modified hanger rod design. The resulting collapse killed 114 people, and the
failure to catch the deviation during peer review and inspection highlighted deficiencies in technical
and procedural risk assessment (Petroski, 1994).

e The Boston Big Dig (1991-2007): A multibillion-dollar urban tunnel project plagued by cost
overruns, leaks, and a fatal ceiling collapse. The project’s early stages lacked robust geotechnical risk
assessment, and design-build integration challenges were not adequately addressed (Flyvbjerg et al.,
2003).

In both cases, early identification of systemic and procedural risks, and more transparent communication,
might have prevented disaster. These examples underscore the need for a culture of risk awareness,
documentation, and independent review.

© Dr Jeelan Moghraby, 2026 11
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Conclusion

Risk identification and assessment are foundational steps in the engineering risk management process.
Categorizing risks helps ensure full-spectrum awareness, while tools such as HAZOP, FMEA, and risk
matrices enable structured analysis. As shown through historical case studies, failures often arise not from
unexpected risks, but from ignored or underestimated ones. Effective identification requires technical insight,
stakeholder collaboration, and continuous learning.

© Dr Jeelan Moghraby, 2026 12
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Contractual Risk Management

-

Contract Types and Their Risk Implications

Contracts are the backbone of engineering project delivery. They establish expectations, assign
responsibilities, and define remedies in the event of disagreement or failure. The structure of a contract greatly
influences how risks are distributed between parties.

In engineering, the most common contract types include:

Design-Bid-Build (DBB): A traditional delivery method where design and construction are
contracted separately. The owner holds separate contracts with the designer and contractor. While
this allows for clear delineation of responsibilities, it can expose the owner to coordination risks and
disputes over design interpretation (Clough et al., 2015).

Design—Build (DB): A single entity is responsible for both design and construction. This method
streamlines delivery and shifts a larger portion of risk, including design errors and schedule delays, to
the contractor.

Construction Manager at Risk (CMAR): The construction manager commits to deliver the project
within a Guaranteed Maximum Price (GMP). While this adds cost control benefits, risk is still shared
between the CM and owner depending on the contract language.

Engineer-Procure-Construct (EPC): Common in energy and industrial sectors, this “turnkey”
method places comprehensive responsibility on the contractor. While attractive for owners seeking
single-point accountability, the contractor assumes high exposure to cost, schedule, and performance
risks.

Each delivery model involves trade-offs between control, cost certainty, and risk exposure. Selecting the
appropriate type requires careful analysis of the project’s complexity, timeline, financing, and regulatory
constraints (Hale et al., 2009).

© Dr Jeelan Moghraby, 2026 13
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Key Clauses: Indemnity, Limitation of Liability, Force Majeure

Beyond delivery structure, specific contract clauses play a critical role in defining, allocating, and managing
risk.

Indemnity

Indemnity clauses shift risk from one party to another. A contractor may be required to indemnify the owner
against third-party claims arising from negligent work or injuries on site. However, overly broad indemnity
provisions may be deemed unenforceable under certain state laws if they require one party to indemnify
another for its own negligence (Sweeney, 2009).

Limitation of Liability

These clauses cap the amount a party can be held responsible for, commonly set at the value of professional
fees or a fixed monetary threshold. While they protect consultants from catastrophic claims, courts may void
such clauses if they violate public policy or conceal gross negligence.

Force Majeure

Force majeure clauses relieve parties from liability for delays or failures due to extraordinary events beyond
their control, such as natural disasters, war, or pandemics. Following COVID-19, these clauses are being
revisited to better define what constitutes an “unforeseeable” event and to clarify procedures for notice and
mitigation (Bruner & O'Connor, 2022).

Insurance, Surety Bonds, and Risk Transfer

Insurance is a cornerstone of contractual risk management, serving as a financial buffer against catastrophic
loss. Engineering firms typically maintain several layers of insurance including:
e Professional Liability Insurance (Errors & Omissions): Protects against negligence in design or
advice. Policies may exclude coverage for intentional misconduct or breach of contract.
e General Liability Insurance: Covers bodily injury or property damage occurring during
construction.
e Builders Risk Insurance: Protects materials, equipment, and the structure under construction.
e Workers’ Compensation: Required by law to cover on-site injuries.

Surety bonds, in contrast, are not insurance but guarantees that a contractor will perform its contractual
obligations. The three main types are:

e Bid Bonds: Ensure the contractor will accept the job if selected.

e Performance Bonds: Ensure contract completion if the contractor defaults.

e Payment Bonds: Protect subcontractors and suppliers from non-payment.

© Dr Jeelan Moghraby, 2026 14
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These instruments reduce risk to the owner but may involve additional administrative overhead and credit
evaluations for contractors (Smith & Hanna, 2003).

Change Orders and Scope Creep

Change orders, modifications to the scope, cost, or schedule of a contract, are inevitable in complex
engineering projects. However, unmanaged or undocumented changes are a major source of conflict and
litigation. Scope creep refers to the uncontrolled expansion of project requirements beyond original plans,
often without corresponding time or budget adjustments.

Effective management of changes requires:
e Aclearly defined change order process in the contract
e Documentation of justification, cost/time impact, and approvals
e Use of risk registers to track change-related exposures
e  Proactive communication with affected stakeholders

Failure to control scope and change processes can result in claims for delay, constructive acceleration, or
breach of contract, often triggering downstream disputes among contractors, consultants, and clients (Hinze,
2011).

Conclusion

Contractual structures and clauses are primary tools for engineering risk allocation. Whether through project
delivery models like Design—Build, or through specific clauses like indemnity and limitation of liability, the
contract serves as a risk blueprint. Engineers should be familiar with these provisions to negotiate fair terms,
identify red flags, and avoid unmanageable exposure. The judicious use of insurance, bonding, and change
order procedures further enables risk transfer and containment.
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Managing Construction and Operational Risk

Site Safety, OSHA Compliance, and Environmental Exposure

Construction sites are inherently hazardous environments. Risks associated with personal injury, fatalities,
and environmental harm are significant and legally regulated. The Occupational Safety and Health
Administration (OSHA) enforces federal workplace safety laws, and noncompliance can lead to severe
penalties, project shutdowns, and reputational damage.

Under 29 CFR 1926, engineers and contractors are required to implement safety programs that address:
e Fall protection systems for workers at heights
e Trenching and excavation safety standards
e Electrical and fire hazard controls
e Personal protective equipment (PPE) requirements
e Hazard communication protocols for chemicals and materials

Engineers have a legal and ethical obligation to design structures and processes that promote safe construction
and long-term operational use. OSHA’s General Duty Clause mandates that all employers provide a work
environment free of known hazards that can cause death or serious injury (OSHA, 2023).

Environmental exposure presents another category of operational risk. Projects disturbing soil, water, or air
quality may fall under EPA regulations, particularly under the Clean Water Act and Clean Air Act.
Violations may result in civil fines, criminal prosecution, and legal action by affected communities.

Environmental impact assessments (EIAS), stormwater pollution prevention plans (SWPPPs), and hazardous
materials management strategies are standard tools used to mitigate these types of risks. Neglecting these
considerations can delay project approvals and lead to costly litigation or remediation orders (EPA, 2024).

© Dr Jeelan Moghraby, 2026 16
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Scheduling and Delay Risks

Time-related risks represent a frequent cause of disputes and financial exposure in engineering projects.
Delays can stem from a wide range of causes, including:

e Late delivery of materials or equipment

e  Extreme weather events

e Permit delays or regulatory bottlenecks

e Labor shortages or strikes

e Incomplete or erroneous design documents

Schedule risk can be classified as either excusable or non-excusable, and compensable or non-
compensable, depending on the cause and the contractual provisions in place. For example, delays due to
force majeure may be excusable and non-compensable, while delays caused by late design changes by the
owner may entitle the contractor to both time and monetary compensation.

Critical Path Method (CPM) scheduling is the industry standard for assessing delay impacts. It provides a
graphical and analytical framework for identifying which tasks, if delayed, will affect project completion.
Figure 3 illustrates the concept of critical vs. non-critical path delays in a simplified project timeline.
Disruptions to critical path activities are the most likely to trigger claims or liquidated damages.

5 F ES = Earliest Start
Task A Task A EL = Earliest Finish
LS = Latest Start

Duration 10 Duratfion 7 LF = Latest Finish

Slack 14 Slack 14

Task A - Task A - - Task A
— Duration 10 Duration 15 Duratfion - —bm
Critical Slack 0 slack 0 Slack
Path

B Mondebcience

Figure 3: Simplified CPM Schedule with Critical Path Delays
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Communication, Documentation, and Dispute Prevention

Communication failures are among the most frequent root causes of legal disputes in construction and
engineering. Poorly documented decisions, ambiguous specifications, or unrecorded verbal changes often
escalate into claims, litigation, or project delays.

Best practices for risk management through communication include:

e Meeting Minutes: Regular and detailed documentation of coordination meetings ensures alignment
and creates a paper trail.

e RFIs (Requests for Information): Used to formally clarify contract ambiguities or technical issues.
Responses should be tracked and archived.

e Daily Site Reports: Record work progress, labor hours, weather, and safety observations.

e Document Control Systems: Cloud-based project management platforms (e.g., Procore, Aconex)
support version control and traceability.

The goal is to create a contemporaneous record that reflects decisions, changes, and conditions, a vital asset
in the event of dispute. Engineers who neglect documentation expose themselves to “he said, she said” legal
scenarios where proving diligence or compliance becomes difficult (Cheung et al., 2004).

Dispute Resolution Mechanisms (Mediation, Arbitration, Litigation)

Despite best efforts, disputes do occur. Selecting the appropriate resolution mechanism can affect cost,
duration, enforceability, and business relationships. They include:

e Mediation: a voluntary, non-binding process led by a neutral third party. It is often faster and more
cost-effective than formal proceedings, preserving relationships when successful.

e Arbitration: binding and more formal than mediation. It provides confidentiality, customized
procedural rules, and enforceable awards, but limits appeal rights. Many construction contracts
include mandatory arbitration clauses.

e Litigation: a public, court-based process. It offers full discovery rights and judicial precedent, but can
be expensive, time-consuming, and adversarial.
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Table 2 compares these three approaches across key attributes. It illustrates that mediation is ideal for early,
informal conflict resolution, while arbitration and litigation are suitable for more contentious or high-stakes

disputes.

Table 2: Comparison of Dispute Resolution Methods in Engineering Projects

Attribute Mediation Arbitration Litigation

Binding Decision No Yes Yes

Confidentiality Yes Yes No

Cost Low Medium High

Speed Fast Medium Slow

Appeal Rights Not applicable Limited Full (but slow)

Preserves Relations Often Sometimes Rare
Conclusion

Construction and operational phases introduce dynamic and legally complex risks, from job site hazards and
regulatory exposure to scheduling pitfalls and stakeholder disputes. Compliance with OSHA and EPA
regulations is a legal necessity as well as ethical imperative for public safety and environmental protection.

Delay risks must be proactively identified and addressed using critical path analysis, while communication
and documentation practices should be standardized to avoid ambiguity and claims. Finally, understanding
and selecting the right dispute resolution pathway (mediation, arbitration, or litigation) can save time, money,

and reputational harm.

© Dr Jeelan Moghraby, 2026
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Best Practices and Future Trends

Proactive Risk Mitigation Strategies

Risk mitigation should be embedded in the culture and processes of engineering organizations. Proactive
strategies emphasize prevention and preparation rather than reaction. These include:

e Front-end risk planning: Conducting thorough feasibility studies, geotechnical investigations, and
stakeholder analysis before project initiation helps reduce downstream uncertainty.

¢ Risk allocation alignment: Contractual risks should be assigned to the party best able to manage
them. For example, site access risks should be managed by owners, whereas structural design risks
are typically borne by the design team (Farrow & de Jong, 2012).

e Scenario planning and sensitivity analysis: Modeling different future conditions, such as inflation
rates, material shortages, or regulatory shifts, enhances readiness and reduces reliance on a single
projection.

e Stakeholder engagement and transparency: Open communication with clients, communities, and
regulators fosters trust and may prevent opposition, litigation, or project halts.

Mitigation should not be limited to major projects. Small and mid-sized firms can benefit from checklists,
basic risk registers, and consistent documentation processes. Even simple interventions, such as staff training
in legal compliance, or adopting a code of conduct, can greatly reduce legal exposure.

Risk Registers and Reporting Tools

A risk register is a formal document that records identified risks, their evaluation, mitigation strategies, and
ownership. It is often required on publicly funded or regulated projects and serves as a living document
updated throughout the project lifecycle.

A well-structured risk register typically includes:
e Description of the risk
e  Probability and impact scores
e Overall risk rating
¢ Mitigation strategy
¢ Responsible party
e Status (open, mitigated, escalated)
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Table 3 below illustrates an example risk register excerpt for a civil infrastructure project. The table highlights
how structured documentation supports prioritization, accountability, and ongoing risk visibility throughout

the project lifecycle.

Table 3: Sample Risk Register Excerpt of Civil Engineering Project

Status In progress In progress Mitigated In progress
. Procurement Environmental Construction
Owner Project Manager .
Manger Engineer Manager
N . Monitor weather,
Early engagement Dl\(ers!fy suppliers, Phasel/Il adjust work
s - : maintain buffer - :
Mitigation Plan with planning Environmental Site schedule, set up on-
- stock, contracts : .
authorities : : Assessment site protective
with penalties
measures
Risk Rating High Very High High Medium
Risk Impact High High High Medium
Risk Probability | Medium High Medium Low
S s Outdoor work
Effect Delay start Delgy n tlmgllne Delay _m_umelme, delayed due to
and increase in cost | remediation
weather concerns
Delay in . . Weather conditions
Risk Description | permitting Material supply Unexpe_cteq soil affecting
delays contamination .
approvals construction
Risk ID 1 2 3 4

Digital platforms like Primavera Risk Analysis, Oracle Aconex, and Microsoft Project offer integrated risk
tracking modules. These tools facilitate trend analysis, generate reports, and support auditability, which is
particularly important on large or publicly visible projects.
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Legal Risks from Emerging Technologies (Al, BIM, Drones)

Engineering is increasingly intersecting with disruptive technologies, each carrying unique legal and
operational risks. They include:

o Atrtificial Intelligence (Al): Al is being used for design optimization, predictive maintenance, and
even generative structural analysis. However, accountability for errors produced by opaque
algorithms raises legal concerns around authorship, liability, and professional negligence (Surden,
2019).

e Building Information Modeling (BIM): BIM facilitates integrated design and project coordination,
but also blurs roles and responsibilities. Errors propagated in 3D models can cause cascading issues
during construction, with unclear attribution. Ownership of BIM data, reliance on shared models, and
inadequate version control present further legal risks (Kassem et al., 2015).

e Unmanned Aerial Vehicles (Drones): Drones are widely used for site surveys, inspections, and
volumetric analysis. However, improper operation can violate FAA airspace regulations, privacy
laws, or result in personal injury. Liability may extend to both the operator and the engineering firm,
especially if commercial use is unauthorized.

Firms using these technologies should ensure updated insurance coverage, staff training, regulatory
compliance, and written client agreements specifying the tools’ scope, limitations, and reliability.

Global and Cross-Jurisdictional Risk Considerations

Globalization has introduced a new layer of risk complexity. U.S. engineers working abroad, or foreign firms
operating within U.S. jurisdictions, must navigate differing:

e Legal systems (common law vs. civil law)

e Standards and codes (e.g., ASCE vs. Eurocode)

e Labor laws and union regulations

e Environmental and public health obligations

e Corruption and procurement practices

For example, arbitration is the preferred dispute resolution mechanism in many international contracts, often
governed by UNCITRAL or ICC rules rather than U.S. courts. In cross-border projects, choice of law and
dispute forum clauses are vital contractual provisions that can determine jurisdiction and remedy pathways
(Gotanda, 2004).
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Cultural risk also matters. Misunderstandings in communication styles, contract interpretation, or hierarchy
expectations can derail projects if not proactively addressed.

To mitigate global risk, firms should:
e Partner with local legal counsel
e Secure local licensing and certifications
e Use internationally recognized contract templates (e.g., FIDIC)
o Build flexibility into project timelines for regulatory delays

Conclusion

Engineering is evolving within a broader legal, technological, and global context that demands sophisticated
and forward-thinking risk management practices. Best practices include thorough pre-project planning,
equitable risk allocation, stakeholder engagement, and robust documentation via tools like risk registers.

As engineers adopt cutting-edge tools such as Al, BIM, and UAVS, new liabilities emerge that require
thoughtful legal consideration and continuous education. Additionally, the rise of international project
delivery brings jurisdictional, procedural, and ethical challenges that cannot be ignored. To navigate these
trends successfully, engineers are required to combine technical excellence with legal fluency, regulatory
compliance, and adaptive governance. This holistic approach will aid in the reduction of legal exposure, as
well as enhancing the quality, efficiency, and reputation of engineering outcomes.
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